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Abstract
This work proposes the development of a tool focused on monitoring simulation-based digital twins (DTs). Although it has 
been a popular approach in recent years, adopting DT simulation models for decision support in production systems implies 
some challenges, emphasizing the need for techniques to ensure the accreditation of the models over time. In this case, since 
the literature does not present alternatives for evaluating DTs models during their operation, this work proposes a tool based 
on the K-near neighbors (K-NN) classifier and the p control chart. In this way, it is possible to compare the behavior of 
the physical and virtual environments, monitoring the DT to guarantee its accreditation to support decisions. To assess the 
applicability of the proposed approach, we applied it to two real study objects with different characteristics, where the tool 
was able to evaluate the DTs simulation models. As a result, we observed that the proposed tool acted as a supplement to 
the DTs in order to make them more robust and reliable. Moreover, it was possible to monitor DTs with several evaluation 
variables in a simple way and with a friendly interface.
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1 Introduction

The Industry 4.0 era has driven several developments 
aimed at more efficient decision-making in manufacturing 
processes [1]. In this case, in addition to the evolution of 
information technologies (IT), several solutions has been 
developed for increase the systems efficiency, such as the 
so-called Internet of Things (IoT), Big Data, and Cloud 
Technology, which allow information sharing between smart 
devices, complex data analysis, and data storage and pro-
cessing without physical resources, respectively [2]. Further-
more, Zhong et al. [3] highlight the so-called cyber-physical 
systems (CPS) as a fourth element that makes up the main 
pillars of this new industrial era. The authors emphasize 
that CPS are based on manufacturing systems virtualization, 
aiming to adopt advanced techniques and tools for decision 
support.

Considering the virtualization of manufacturing pro-
cesses, Tao and Zhang [4] reveal that the adoption of digital 
twins (DTs) is becoming increasingly frequent and repre-
sents a valuable tool for decision-making support. In this 
case, we have computational models capable of connect-
ing with physical equipment and systems, mirroring their 
behavior over time, allowing complex analysis in real/near 
real-time, and aligned with the current state of production 
systems [4, 5]. According to Santos et al. [6], DTs of manu-
facturing processes have become popular in recent years and, 
in addition to commercial software packages, which usu-
ally accompany equipment, DTs based on simulation models 
stand out, with emphasis on discrete event simulation (DES) 
models.

The adoption of DTs based on simulation models 
has been highlighted as a highly flexible and low-cost 
approach compared to commercial packages, allowing 
the implementation of DTs in different processes, includ-
ing those with a low degree of automation [7]. However, 
although it is a promising approach, there are some chal-
lenges regarding the adoption of this approach, with an 
emphasis on the difficulty of guaranty the model’s reli-
ability over time [8]. This fact is critical and can impact 
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the use of DTs for decision-making since their use is usu-
ally associated with high-impact decisions on production 
processes [9]. Thus, Santos et al. [6] point out that, once 
the model is connected and synchronized with the physi-
cal systems through its data, there may be problems that 
compromise model results, such as unscheduled stops, 
machine breakdowns, and communication failures.

On the one hand, there is a gap in the literature regard-
ing works focused on the reliability of DTs, especially 
when dealing with simulation-based DTs, as highlighted 
by Zhuang and Liu and Xiong Wright and Davidson [8, 
9]. In this case, different from traditional simulation 
models, which are verified and validated during their 
building phase, the DT simulation models must also to 
be periodically evaluated in order to assess their capac-
ity to support decisions. According to Sargent [10], an 
accreditation phase intends to guarantee that the models 
are reliable and ready to support decisions and, in this 
case, we highlight the need for techniques focused on 
DT simulation models accreditation. On the other hand, 
evaluating models over time is a difficult task given the 
complexity of the models, which may involve several 
parameters to be evaluated, a high level of detail, and 
real-time/near real-time updates [6, 11]. In this case, we 
highlight process monitoring as a valuable technique to 
evaluate processes over time, being a widely dissemi-
nated area in the literature in the last decades. Through 
the so-called control charts, it is possible to monitor com-
plex and stochastic processes in a practical and efficient 
way, as highlighted by Costa et al. [12].

Thus, we highlight the opportunity to adopt process mon-
itoring principles and techniques in assessing simulation-
based DTs to ensure their accreditation in decision support. 
In this case, the present work proposes a mechanism for 
monitoring DT models over time, making them more robust 
and reliable in supporting decisions in production processes. 
To this end, the models are initially measured as to their 
correspondence with the physical systems, and, in this case, 
we used a machine learning technique called “K-Nearest 
Neighbors” or K-NN [13]. Then, a key indicator resulting 
from K-NN, which represents the similarity between the 
physical and virtual environments, is plotted on an attribute 
control chart [14], the p chart, allowing continuous moni-
toring of the DT throughout its operation. In this way, we 
highlight the novelty of this work, which fills a technical 
and theoretical gap through the combined use of techniques 
widely adopted by researchers and practitioners.

The rest of the paper is as follows: “Sect. 2” presents the 
theoretical background, and the proposed approach is described 
in “Sect. 3, Materials and Methods”. “Sect. 4” is dedicated to 
the application of the proposed approach in two real case stud-
ies. Finally, “Sect. 5” concerns the conclusions of the work.

2  Theoretical background

The adoption of simulation models for decision support 
in production processes is not a recent approach and has 
been standing out in recent decades as a valuable tool for 
more efficient decisions [15]. In this case, the simulation 
can help in decisions involving resource allocation, lay-
out improvement, production planning, staff scheduling, 
analysis of waste, improvements in the shop floor, and 
analysis of interactions with other support areas, among 
others [15]. However, with the growing need for faster 
decisions and considering the evolution of production 
processes towards Industry 4.0, the use of simulation has 
evolved over the last few years towards the DTs era [16].

The Industry 4.0, an allusion to what would be the 
fourth industrial revolution, is related to more efficient 
production processes through the adoption of emerging 
technologies and solutions [1]. In this case, Xu et al. [2], 
Yin et al. [17], and Moeuf et al. [18] state that solutions 
such as IoT, Big Data, Cloud technology, CPS, digital 
twins, artificial intelligence, collaborative robots, and 
virtual reality have been increasingly frequent in deci-
sion support, helping managers in complex decisions. 
Rüttimann and Stöckli [19] state that Industry 4.0 is 
an inevitable trend and organizations must prepare for 
changes in their production structure. In this context, the 
adoption of simulation models as DTs represents a com-
petitive advantage for decision-makers, since it is a more 
flexible and cheaper alternative compared to commercial 
packages and software [20].

The concept of DTs is relatively recent and was ini-
tially proposed by the North American Space Agency, 
NASA, in 2010. Initially planned as virtual copies of 
physical equipment, the main objective of DTs was to help 
decision-makers through tools and analysis techniques 
capable of optimizing decisions while mirroring the 
physical equipment [21]. Since their creation, DTs have 
been widely used in the most diverse areas, such as logis-
tics, service, healthcare, and manufacturing [6, 9]. In this 
case, Tao and Zhang [4] report that a DT has four main 
elements: (i) physical systems, composed of equipment, 
machines, processes, among others; (ii) virtual model, 
composed of a digital copy similar to the physical sys-
tems; (iii) systems data, comprising data and information 
about both physical and virtual environments; and (iv) 
integration between physical and virtual environments 
through their data, allowing synchronism between them.

Using simulation as a DT implies several character-
istics that differentiate it from traditional approaches. In 
this case, Davidson [9] reveals that the main difference 
between a traditional simulation model and a DT model 
is its ability to update over time according to changes in 
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physical environments, acting as a virtual mirror of the 
processes. In addition, the connection and synchroniza-
tion between the model and the production processes 
are allowed by collecting and sharing data between the 
physical and virtual environments through sensors, smart 
devices, management systems, databases, among others 
[6]. In this way, when used as a DT, the simulation model 
becomes a daily tool for decision-making. Santos et al. 
[20] emphasize that there are approaches from autonomous 
models that operate in real time to models that update 
in discrete periods (near real time) and that only suggest 
decisions, that is, a non-autonomous approach. Figure 1 
illustrates the general architecture of the simulation as DT.

Although the adoption of DT simulation models is an 
increasingly frequent practice for decision support in pro-
duction processes, there are still challenges to be overcome 
by modelers, with great emphasis on the need for methods 
and techniques focused on ensuring the accreditation of 
models during their operation [6]. Unlike traditional simu-
lation approaches, where the model is evaluated only during 
its building phase and, once validated, the model is con-
sidered valid to support specific decisions and with limited 
scope [22], the DT model is updated numerous times to mir-
ror the physical systems and, in this case, just traditional 
validation is not enough. Meng et al. [11] emphasize that 
ensuring the accreditation of dynamic models that adapt over 
time is more complex than traditional models.

Santos et al. [6] identified in a systematic literature review 
that the vast majority of studies do not consider the accredi-
tation of the simulation models during their operation as 
DTs. In this context, the only approach observed by the 
authors is the adaptation of traditional validation methods, 
as proposed by Cho et al. [23], where hypothesis tests are 
carried out periodically to compare data from the physical 
and virtual environments. Although statistical techniques 
such as hypothesis testing are widely used in the validation 
of traditional simulation models, as highlighted by Sargent 
and Sargent [22, 24], their use in DT models may not be 
an efficient approach due to a few reasons: (i) difficulty in 
obtaining a frequency adequate testing; (ii) the need for dif-
ferent tests simultaneously, considering different types of 

variables analyzed; (iii) difficulty in analyzing the DT past 
behavior.

For Tao and Zhang [4], to ensure the DT model accredi-
tation, it is necessary to compare its results with the physi-
cal environment periodically. In this case, we highlight the 
opportunity to evaluate the models through a technique 
widely used for monitoring processes subject to variability 
over time, the control charts [25]. According to the authors, 
the control charts are one of the main statistical process con-
trol techniques, helpful in monitoring output variables in 
systems under undesirable sources of variability. Initially 
proposed by Walter Shewhart in 1924, the control charts 
are used to indicate sources of variability and, consequently, 
the need for corrective actions [26, 27]. Abbas et al. [28] 
highlight that a control chart is considered efficient if it can 
quickly notify unusual variations in the process, indicating 
that the process is not operating as expected.

The study involving the adoption of control charts can 
be divided into two main stages [27, 29]. Phase I focuses 
on chart building, choosing the most appropriate chart, and 
defining its main parameters (upper and lower control lim-
its and center line). On the other hand, phase II focuses on 
periodic monitoring of the process by measuring key vari-
ables we want to monitor, and then plotting this measure-
ment on the chart. To correctly choose the chart to be used, 
the nature of the monitored variable must be considered. In 
this case, we highlight the “variable charts” and “attribute 
charts,” which focus on quantitative and qualitative vari-
ables, respectively [25].

Considering the use of control charts for the periodic 
monitoring of DT simulation models, we must create a 
mechanism to measure how reliable the model is for decision 
support, that is, to measure the similarity between the model 
and the physical system behavior. In this case, we highlight 
the opportunity to use machine learning (ML) techniques 
to compare physical and virtual environments, emphasizing 
the K-nearest neighbors (K-NN) technique. According to 
Lee et al. and Wan et al. [30, 31], the K-NN has stood out in 
recent years among several ML techniques due to its simplic-
ity and efficiency in solving classification, regression, and 
clustering problems. Furthermore, considering classification 
problems, K-NN can classify a dataset (test data) based on 
other “K” neighboring data already known (training data) 
and, in this case, the algorithm uses the Euclidean distance 
to define the data considered the nearest neighbors [13].

Despite its broad applicability, one of the main challenges 
related to using K-NN is the choice of the “K” parameter, 
which will vary according to the characteristics of the appli-
cation. Furthermore, as K-NN is a supervised ML method, 
the algorithm training step is directly linked to the quality of 
its results [32, 33]. Finally, according to Kumar et al. [13], 
the accuracy of K-NN is a metric that indicates how well the 
data can be classified, that is, considering two sets of data, Fig. 1  Architecture of simulation models as DTs
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an accuracy of 100% indicates that the classifier can identify 
the difference in the data and classify them correctly. On 
the other hand, if the data are perfectly similar, the classi-
fier will not be able to identify the differences and assign a 
random classification, that is, an accuracy of 50%. Thus, it 
is possible to measure the similarity between the DT model 
and the physical systems through the accuracy of the K-NN. 
In other words, data from the physical and virtual systems 
will be compared and classified through the K-NN, whose 
accuracy could be plotted on a control chart.

3  Materials and methods

Considering the objective of creating a monitoring tool 
capable of evaluating DT simulation models over time and 
ensuring their accreditation to support decisions, the present 
work is based on two main steps:

 (i) Tool-building phase: in which all the necessary 
structure for the operation of the monitoring tool is 
planned and developed

 (ii) Tool operation phase: in which there is the periodic 
collection of data, the comparison between the physi-
cal and virtual environments through K-NN, and the 
control chart updating

3.1  Tool‑building phase

The tool building was planned to allow the decision-maker 
to have a friendly and easy-to-use interface. In this case, 
the algorithm was developed in Python, using the Scikit-
learn library [34]. The tool must be able to carry out several 
activities, as described below.

First, we highlight that the tool must be able to read data 
from both physical and virtual environments. Analogously 
to traditional validation methods, the data to be compared 
must be the critical information to the model proposal, 
which we will call “evaluation variables” [22]. The choice 
of evaluation variables will depend on the characteristics of 
each application, and the tool must be able to collect such 
variables in the same proportion of the physical and virtual 
environment. Some typical evaluation variables in manufac-
turing systems are process times, waiting times for activities, 
process and equipment parameters, and resource utilization 
rates. Furthermore, since the evaluation variables can be of 
different types (e.g., numeric and categorical, integer and 
real), the algorithm must also scale the read data and, in this 
case, we adopt the Robust Scaler method, which scales the 
data according to the interquartile range [35].

Once collected and scaled, the evaluation variables are 
compared through the K-NN classifier. In this case, the 
K-NN will try to differentiate the data from the physical and 

virtual environments. Suppose the DT simulation model is 
operating as planned and its results are similar to the behav-
ior of physical systems. In this case, the K-NN will not be 
able to classify them and will present an accuracy of around 
50%. Thus, an accuracy of 50% of the K-NN would indicate 
a valid and reliable DT simulation model. In comparison, an 
accuracy far from 50% indicates an invalid model with low 
reliability results, in other words, one or more evaluation 
variables from the digital model differ significantly from 
those of physical environment. For the use of K-NN, the 
correct choice of the parameter “K” and the training of the 
algorithm are fundamental steps, and we adopted the “cross-
validation” for these purposes. In this case, the training data 
is divided into “Z” folds which will be trained and tested in 
“Z” times [36, 37]. As suggested by Li et al. [38], we used 
5-fold cross-validation. Furthermore, several “K” values are 
tested during the training phase and the algorithm will use 
the one that results in the best classifier accuracy.

Once the accuracy of the K-NN is obtained, we can con-
sider that the similarity between the model and the physical 
systems has been measured. Therefore, the next step is to 
plot this measurement on the control chart aiming at its mon-
itoring over time. In this case, as the accuracy of the K-NN 
is obtained from the proportion of successes and errors of 
the classifier, we adopted an attribute control chart, the p 
chart. Attribute charts are widely used by researchers and 
decision-makers due to their simplicity and practicality. In 
this case, we highlight the p chart, which allows monitoring 
the proportion of observations with a particular character-
istic of interest [14, 29]. Therefore, the monitoring tool was 
configured to execute the two phases of the control chart. 
First, the parameters of the control chart are defined and then 
the graph is used periodically to monitor the DT simulation 
model.

Considering the control chart p building, Abbas et al. [28] 
emphasize that the central line (CL) refers to the proportion 
“p” of an evaluated characteristic and, in the case of this 
application, the value of “p” was adopted as 0.5, since it 
refers to the K-NN accuracy target. In addition, the lower 
(LCL) and upper (UCL) control limits are obtained through 
eqs. (1) and (2).

In which n represents the sample size adopted. In this 
case, the algorithm will accumulate the first 25 observations 
(sample size of “n”) to estimate the UCL and LCL values, as 
suggested by Montgomery [25]. It is essential to highlight 
that, during this phase I of the control chart study, we must 

(1)UCL = p + 3

√

p(1 − p)

n

(2)LCL = p − 3

√

p(1 − p)

n
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ensure that the model and the physical systems are validated 
and operating as planned, without special causes that may 
compromise the results. The sample size “n” can be obtained 
through Eq. (3).

L is the distance of the control limits from the CL and δ 
is the magnitude of the process shift. If we consider that p̂

0
 

is the estimated in-control value of p and p̂
1
 is the out-of-

control value, then p̂
1
= p̂

0
+ �.

In this case, we considered a fraction “p” of 0.5, the 
parameter L of 3 standard deviations, and the magnitude of 
the process shift “δ” of 0.15 (to guarantee that the accuracy 
of the K-NN will vary around 0.5 ± 0.15, which according to 
our proposal will guarantee satisfactory accreditation of the 
DT simulation model). Therefore, we obtained “n” = 100. In 
other words, the monitoring tool was configured to read sam-
ples of 50 from both environments (physical and virtual), 
totaling a final sample of 100. Furthermore, once we defined 
the control chart parameters (phase I), we started phase II of 
the control chart, the operation phase.

3.2  Tool operation phase

The operation phase of the monitoring tool is associated 
with its use by decision-makers to obtain more reliable and 
efficient DT simulation models. Thus, this work aims to 
provide a tool for periodic use for better decisions, and, in 
this case, the monitoring frequency is an important charac-
teristic. Considering that current production systems have 
an increasingly efficient and practical data collection struc-
ture, we note that data from physical and virtual systems 
(evaluation variables) are continuously collected overtime. 
Furthermore, once the sample size is reached, the tool will 

(3)n =

(

L

�

)2

p(1 − p)

be updated, and, consequently, the DT simulation model will 
be monitored. Finally, suppose the control chart indicates 
an out-of-control point. In that case, we suggest that the 
modelers and decision-makers reevaluate the DT structure 
(including the model and the physical systems) in order to 
correct possible problems such as communication failures 
between the model and the physical equipment, model logic 
problems, hardware and/or software failures, unscheduled 
process stops, among others. Figure 2 illustrates the moni-
toring tool structure as presented before and Fig. 3 summa-
rizes the activities carried out in the building and operation 
phases of the tool.

4  Results and discussions

In order to evaluate the applicability of the proposed 
approach, we implemented it in real study objects. In this 
case, we chose two simulation-based DTs that are already in 
the operational phase, which were built and ready to support 
decision-making. It is worth mentioning that this work does 
not address issues related to the DTs building, as proposed 
by [39], and, therefore, we assume that the DTs are opera-
tional and we can implement the monitoring tool as a sup-
plement to the DTs, aiming at their accreditation in order to 
guarantee greater robustness and reliability of their results.

4.1  Study objects

The case study I refers to a medium-sized production line 
that produces clothing items. It is a production process 
inserted into the fast-fashion segment, resulting in demands 
with high variety and volume and which lacks faster and 
more accurate decisions. The line has eight workstations 
(processes B to I), in addition to reception (process A) and 
shipping (process J), which produce three products with 

Fig. 2  Monitoring tool architecture
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different behavior of demands. All workstations are manual, 
and only the transport of products and materials between 
them is carried out by an automated guided vehicle (AGV). 
In this case, the DT was designed to support operational 
decisions and was based on a DES model built using Flex-
Sim®. It is important to highlight that the DT was previ-
ously built, verified, and validated by the team responsible 
for the project and is already operational. In other words, the 
decision-makers are already using DT to support decisions.

The DT operates in near real time, and it is a non-auton-
omous approach. In this case, the model is updated weekly 
and provides guidelines for decision-making. In addition to 
the DES model, the DT is based on an artificial intelligence 
(AI) tool and a decision dashboard. Basically, data related to 
the historical product demand is collected and inputs the AI 
algorithm, based on artificial neural networks (ANN), which 
predicts the weekly demand behavior. Furthermore, the 
DES model reads the AI output and tests different resource 
planning strategies, resulting in the best decision regard-
ing resource sizing (physical and human). The decision 
dashboard has an essential role in the system since it inte-
grates the physical and virtual environments and provides 
a user-friendly interface for the decision-maker. Through 
automated buttons, the user can run the AI and DES models 
and view the decision-making guidelines. More details about 
the case study I can be found in Santos et al. [40], and Fig. 4 

illustrates the production flow, the DES model, and the DT 
architecture described above.

The DES model was built in FlexSim® due to some 
important features that are essential when we consider sim-
ulation-based DTs, such as the visual representation, the 
integration of the model with optimization techniques, the 
possibility to use virtual reality, and the ease of connection 
with the local databases and management systems. Moreo-
ver, since the DT is used to support operational decisions, 
the model updating depends on the processes and products 
status and states. Therefore, we defined each product’s pro-
cesses times and waiting times as critical parameters that 
must be considered when selecting the evaluation variables. 
Finally, it is important to highlight that other process param-
eters were not considered critical for the DT operation since 
they do not impact the model updating or can be obtained 
through the information already collected. Thus, the objec-
tive of the monitoring tool is to compare the processes times 
and waiting times from both virtual and physical environ-
ments to allow the DT accreditation assessment.

On the other hand, the case study II is an automated pro-
duction cell. When considering an automated production 
line, it is important to guarantee the correct functioning of 
all the equipment and systems. In this context, the selected 
DT is also based on a DES model and focuses on monitor-
ing a production cell. This cell has a simple structure, with 

Fig. 3  Activities carried out 
in the building and operation 
phases of the tool
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two workstations that manufacture two types of products, 
considering three working shifts. First, the raw materials 
arrive in the arrival area (A) and are sent to the supply areas 
(B and D), which supply the raw material to the workstations 
(C and E), respectively. An automatic conveyor carries out 
the transport between the areas, and the movement between 
these areas and the workstations is carried out by robotic 
arms (R1 and R2). The workstations C and E are lathe and 
milling CNC machines, respectively.

According to Santo et al. [6], the use of virtual models 
to monitor production systems and evaluate metrics during 
their operation is one of the main applications of simulation-
based DTs. In this case, the DT was planned to support the 
productive cell through key performance indicators (KPIs), 
such as total lead time, stop times, production rate, and over-
all equipment effectiveness. The process data are collected 

in real time through sensors and smart systems and stored 
in the local database. The current work in progress (WIP) 
is used to update the DES model in near real time with a 
few minutes delay, mirroring the cell in a virtual environ-
ment and allowing the comparison between the expected and 
the real behavior. In this case, we have a non-autonomous 
approach since the DT is used to evaluate the process but 
not to infer about it. A decision dashboard is also adopted to 
allow the integration between the DES model and the physi-
cal systems, and the DT was previously built, verified, and 
validated. Figure 5 illustrates the production flow, the DES 
model, and the DT architecture.

In the same way as case study I, the DES model was 
built in FlexSim® due to the software features that are 
in line with DT requirements. Furthermore, we reinforce 
that the DT was planned to support the process assessment 

Fig. 4  Production flow, DES model, and DT architecture (case study I)
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instead machines assessment. Therefore, the processes 
and products states and status are critical parameters that 
impact the DT operation. In this case, the evaluation vari-
ables are also based on each product’s processes times and 
waiting times. Thus, the monitoring tool should compare 
this information from virtual and physical environments 
to assess the DT accreditation. It is important to highlight 
that the machines’ parameters were not considered for the 
DT monitoring since they do not impact model updating. 
In this sense, each machine was modeled as a process 
with input and output rates and that processes products 
according to a stochastic process time. This information 
was based on the optimal parameters set in the physical 
systems and which do not change often. In this case, if 
these machines’ parameters change, process times and 
rates can be updated manually in the model. Finally, analy-
ses focused on the machines' assessment can be considered 
in future studies.

4.2  Experimental results

4.2.1  Case study I

For case study I, the chosen evaluation variables were each 
product's waiting times and process times, considering the 
main workstations (processes C to I) and the travel time by 
AGV (totaling 14 variables). In this case, this product infor-
mation is periodically collected through radio frequency tags 
(RFID) and stored in the local database. Moreover, the DES 
model also periodically collects the same information from 
the virtual environment. Therefore, virtual and physical data 
are stored in the same proportions in different datasets, ready 
to input the monitoring tool.

It is important to highlight that the average weekly 
demand is around 750 clothing items (including all prod-
uct types). Therefore, the monitoring tool was configured 
to collect the physical and virtual data in samples of 50 

Fig. 5  Production flow, DES model and DT architecture (case study II)

2430 The International Journal of Advanced Manufacturing Technology (2023) 124:2423–2435



1 3

during the week, totaling datasets of 100 (sample size 
defined in “Sect. 3”). Thus, if the line produces 750 items 
weekly, about 15 samples will be collected. We consid-
ered one month of DT operation for this work to evaluate 
the monitoring tool. Then, all monitoring tool activities 
were carried out at each sampling, including the data col-
lection and scaling, the K-NN training and classification, 
and the control chart building and updating. As defined 
in “Sect. 3,” the first 25 observations were used to define 
the control chart parameters, while the other observations 
were used to update the control chart. Figure 6 presents 
the control chart for case study I.

We must highlight that we did not induce any special 
causes in the DT during the experiments. Therefore, we 
note that the monitoring tool works as expected, consider-
ing its use in a real case study. The K-NN average accu-
racy represented a reliable and validated DT during the 
assessed period, and, despite the complexity of the system 
(14 evaluation variables), the monitoring tool was able to 
compare the physical and real environments and identify 
their similarities. Furthermore, it is also possible to evalu-
ate the control chart performance and, in this case, Leoni 
and Costa [14] and Aebtarm and Bouguila [41] suggest 
some assessment indicators: (i) plotting illustration and 
(ii) average run length (ARL). These indicators refer to 
the visual quality of the chart and the rate of false alarms, 
respectively. The p chart ARL can be obtained by Eq. 4.

In which pr represents the probability that a point is 
out-of-control (considering the Binomial distribution).

Considering the plotting illustration, Aebtarm and 
Bouguila [41] highlight that the control chart should 
clearly present the evaluated system’s behavior, allowing 
to identify whether something is right or wrong. As shown 
in Fig. 6, the monitoring tool fulfills this role. On the other 
hand, considering the ARL, Leoni and Costa [14] state that 
a larger ARL means a lower false alarm rate and, for case 

(4)ARL =
1

pr

study I, we obtained an ARL of 714, considering a pr of 
0.0014 (obtained from binomial distribution and consider-
ing CL = 0.61, UCL = 0.76, and LCL = 0.46). This result 
means that an out-of-control point will appear at every 
714 observations if the process is in control. Aebtarm and 
Bouguila [41] reveal that an ARL of 370 is commonly used 
as a reference value considering three standard deviation 
levels for the chart limits and, therefore, the application 
of the proposed tool in the first case study was successful.

4.2.2  Case study II

Considering the selection of evaluation variables of case 
study II, we also opted for each product’s waiting times 
and process times, considering both workstations C and E 
(totaling four variables). Sensors continuously collect these 
variables and smart systems (physical data), and the DES 
model periodically offers the same information from the 
DT (virtual data). Physical and virtual data are also periodi-
cally stored in different datasets, ready for monitoring. The 
average shift demand is around 110 items (including the 
two product types), and the monitoring tool was planned to 
collect the physical and virtual data in samples of 50 dur-
ing the working day, totaling datasets of 100. Moreover, we 
recorded observations from about 50 working shifts, and, 
as previously defined, the first 25 observations were used to 
define the limits of the control chart, while the others were 
used in the monitoring process. Figure 7 shows the control 
chart considering the described period.

In the same way as in case I, the monitoring tool works 
as expected. We note that the tool was able to compare the 
physical and real environments and identify their similarity, 
as indicated by the K-NN average accuracy. Since we did not 
induce any special cause in the process, we observed a reli-
able and validated DT in the assessed period, as expected. 
First, we highlight that the control chart presents the behav-
ior of the evaluated system. Furthermore, regarding the false 
alarm rate, we obtained an ARL of about 625, consider-
ing a pr of 0.0016 (obtained from binomial distribution and 

Fig. 6  Case study I control chart Fig. 7  Case study II control chart
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considering CL = 0.57, UCL = 0.72, and LCL = 0.42). In 
other words, an out-of-control point will appear at every 
625 observations if the process is in control. Therefore, we 
can conclude that applying the proposed tool in the second 
case study was also successful.

4.2.3  Final discussions

Considering the experimental results, we note that the pro-
posed approach simplifies the DT assessment. It is possible 
to analyze several variables with only one parameter (K-NN 
accuracy), plotted in one control chart. This feature is espe-
cially valid when considering complex DTs with several 
evaluation variables. Compared to traditional approaches 
based on hypothesis tests, each evaluation variable should 
be compared in pairs, resulting in a longer monitoring and 
limiting if the DT model is updated in short time intervals. 
For example, case studies I and II would require about 14 
and 4 simultaneous and periodic hypothesis tests, respec-
tively. Moreover, there may be a need to adopt different tests 
depending on the nature of the evaluation variables (i.e., 
parametric and non-parametric tests). Finally, considering 
multiple hypothesis tests, the confidence level might be 
harmed since there is a combined effect of the error associ-
ated with each test. In contrast, the proposed monitoring 
approach integrates reliability and agility in monitoring 
simulation-based DT models.

Furthermore, we carried out a comparative analysis 
to demonstrate the advantages of the proposed approach 

compared to current practices based on periodic hypothesis 
tests. In this case, we considered the same monitoring period 
described before: 1 month of operation for case study I and 
50 working shifts for case study II. First, we verified the 
normality of the data to choose the proper hypothesis test 
and they did not fit with the normal distribution (P-value of 
the Anderson–Darling test < 0.05). Then, at each collected 
sample (composed of data from physical and virtual envi-
ronments), we performed the Mann–Whitney test for each 
evaluation variable to compare the physical and virtual data. 
In this case, if the DT is working as expected, the test should 
present a P-value ≥ 0.05. Figure 8 illustrates the assessment 
of case studies I and II through this approach.

We note that, although it was possible to evaluate the 
DTs over time through hypothesis tests, this approach may 
be impractical or unfeasible. For case study I, it was nec-
essary about 840 hypothesis tests to evaluate the DT dur-
ing 1 month of operation and considering all 14 evaluation 
variables. In the same way, for case study II, about 400 
hypothesis tests were necessary to allow the assessment 
of the DT during 50 working shifts and considering all 4 
evaluation variables. As highlighted before, this approach 
can become even more complicated if there is a need for 
different hypothesis tests or the inclusion of more evaluation 
variables. On the other hand, the proposed approach allows 
the evaluation of the DTs in a simpler and faster way, as 
demonstrated in this work.

In addition, considering the correlation between 
the evaluation variables, the monitoring would require 

Fig. 8  Case studies I and II assessment through periodical hypothesis tests
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additional analysis. Thus, if a particular variable presents 
an unexpected behavior (a result of a special cause), the 
other correlated variables will be impacted, resulting in 
wrong conclusions about the DT accreditation. In con-
trast, the proposed approach is not based on individual 
analyses but on monitoring all variables in an integrated 
manner, making monitoring more agile. Furthermore, the 
monitoring tool may present the correlation matrix of the 
evaluation variables, indicating to the decision-maker the 
levels of correlation between the variables and facili-
tating the investigation of possible instances of special 
causes if the process is out-of-control. It is verified in 
case study I DT, which has correlated evaluation vari-
ables, as shown in Fig. 9. In this case, we note that the 
“C process time” and “D waiting time” variables have a 
strong correlation.

5  Conclusion

The simulation-based digital twins have become widely 
adopted by researchers and professionals aiming at 
increasingly efficient decision systems aligned with 
the behavior of physical systems. Furthermore, it is 
an approach aligned with the principles and pillars of 

the Industry 4.0, representing an inevitable trend for 
production systems. However, as with all new develop-
ments and solutions, there are challenges associated with 
adopting DTs in decision support, with emphasis on the 
accreditation of the models over time. In this case, since 
the use of DTs is usually associated with high-impact 
decisions on production systems, ensuring their accred-
itation during operation is an important requirement. 
There is a gap in the literature regarding works focused 
on methods and techniques for this purpose.

Therefore, this work proposed a tool focused on moni-
toring simulation-based DTs to assess their accreditation 
during the operational phase, that is, during their use 
in decision support. Different from the validation steps 
during the traditional simulation model building, the pro-
posed approach focuses on a periodical model assess-
ment in order to guarantee the reliability of their results 
overtime. First, to measure the correspondence between 
the physical and virtual environments, we adopted the 
K-NN classifier, which compares data from both envi-
ronments and provides a metric that represents how well 
the model represents the physical systems. In addition, 
this metric is monitored over time through the p control 
chart, a technique widely used in monitoring processes 
subject to variability.

Fig. 9  Correlation matrix 
between evaluation variables 
(case study I)

2433The International Journal of Advanced Manufacturing Technology (2023) 124:2423–2435



1 3

The proposed tool was coded in Python and provides an 
end-user-friendly interface. In this case, the tool periodically 
collects data from both physical and virtual environments, 
scales them, compares them using the K-NN, and, finally, 
updates the control chart from the K-NN results. In this way, 
the user can assess the accreditation of the DTs simulation 
models. The proposed approach was applied to two real objects 
of study, which refer to DTs already implemented and in the 
operational phase. The first object, case study I, refers to a 
DT focused on supporting the resource planning of a manual 
production line that belongs to the fast-fashion segment. On 
the other hand, the second object, case study II, refers to a 
DT focused on mirroring an automated production cell. In 
this case, the model was planned to evaluate the main process 
metrics. As a result, we observed that the tool proved to be 
efficient in monitoring both systems, making the DTs more 
reliable. It was possible to monitor several evaluation variables 
simultaneously and in a simpler and faster way if we compare 
the proposed tool with traditional approaches of validation, 
such as hypothesis tests.

The tool proved to be agile in monitoring DTs and independ-
ent of the system characteristics, that is, it can be adopted in 
autonomous models that operate in real-time and near real-time 
models that only suggest decisions and do not control the physi-
cal equipment. Finally, we noted that the tool could monitor 
complex systems with DTs that involve several evaluation vari-
ables of different types (e.g., numerical and categorical, integer 
and real, among other combinations). Finally, for future work, 
we suggest its application in other objects of study, including 
DT models that are not based on simulation. In addition, it is 
also suggested the evaluation of other ML techniques and other 
control charts in order to improve the tool and provide compara-
tive analysis. Finally, we suggest improvements in the tool to 
identify and indicate the impact of each evaluation variable on 
DT accreditation.
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